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K IIPOTOKOJTy BHEOUEPEAHOIO 3aceqaHms
AnTtuTeppopuctuueckoi komuccu XMAQO — FOrpel
ot 21 okTsi0ps 2025 roga Ne 137

MHCTPYKIUA
0 nopsAKe AeiiCTBUII HACeJICeHUS NPH MOJYYEeHUH CHTHAJIOB
«becnmyioTHAs ONACHOCTBY, «YTpo3a aTaku 0eCMUJI0 THUKA))

1. Ilpu noayuenun curnaja «BECIHHNJIOTHAA OITACHOCTDb»:

Cnpasouno:

Hanneiii  cuenan osnauaem, umo 6 cocedHux cybovexmax Poccuu odnapyscensi
becnunomuvie 6030yutHvie CyoHa'.

B coomeemcmesuu ¢ noiyyeHHbIM CUCHAIOM PECUOHANbHLIMU U MYHUYUNQIbHBIMU
opeanamu saacmi, a maxoice CUIOBbIMU cmpykmypamu BbINONHAIOMCS
HPEJIYIIPE/IUTEJIBHBIE neponpusamius, U3 Hux:

- YCUunueaemcst KOHMpOoIs 3 6030VULIHbIM NPOCMPAHCIMBOM;

- 8600UMCS OCPAHUYEHIE MOOUTLHO2O UHMEPHEMA,;

- 8 pecuoHansHvix u myHuyunarvuvix CMU, mopeosvix yenmpax u umwvlx mMecmax c
MACCOBbIM  NpebbI6aHUEeM TI00€l  AKMUBU3UPYEMCs pasmeujerue Uunopmayuu o nopsioke
Oeficmeuil 2paXxcoan npu nocmynieHuu cueHana « becnunommas onacHocms ».

[Tpu nonyuennn curdaia HEOBXOJJINMO:

- YTOUYHHUTH MCCTOHAXOXKACHHUC POACTBCHHHKOB, 336H3FOBpeMeHHO
onpCaACINTE MCCTO BCTPCUH,

- IPOBCPUTL HAJIWMYHUC JOKYMCHTOB, IIOATBCPKAAOINKUX  JIMYHOCTD,
IFOTOBHOCTb «TPCBOKHBIX YCMOJAdHOB» U T ..

- 336H3FOBpeMeHHO OIPCACINTE MCCTA BOBMOIKHOI'O YKPBITHA.

2. Ilpu oOHapy:xkenuu Jersuiero bBC HEOBXOJANUMO onepaTUBHO
coobmmte B MBJI Poccum (menegpon — 102) wmm Enmayto  mexypHO-
JUCTIETIEPCKYIO CITy X0y MYHHITUTIABHOTO 00pa3oBanus (menegon — 112):

- (haMHJTHIO, MMSI, OTYECTBO,

- BpeMs U Mmecto oOHapyxkeHus bBC; konmwdecTBo anmmaparoB W WX THII
(camonémmulii unu K8AOPOKONMEPHbLL),

- IPUMEPHOE HAMPABIICHUE W BBHICOTY TOJNIETA (Hanpumep: Hanpagienue Hd
cegep, evicoma mempos 50, nemum 6 CMOpPoOHY .. 00bEKMA UIU HACENEeHHO20
nyHxma), a Taxxke xapakrep noseaenus bBC (zasucanue, 6appadscuposarue nao
00Bexmom u m.o.);

- HHYIO BOXXHYIO0 HH(POPMAIIHIO.

3. B cayuae ocJ10KHeHHS 00CTAHOBKH 10 HACEJICHHUS AO0BOAUTCH CHIHAJI
«YIT'PO3A ATAKU BECITMJIOTHUKA».

1 Nanee — BBC.



Cnpasouno:
Hannwiit cuenan oznauaem, umo 6o3nukia peansuas yeposza amaxu bBC.

B coomsemcmeuu ¢ nonyuennviM CUSHANIOM _PeCUOHANbHBIMU U MYHUYURATLHOIMU
opaanamu_exacmu, a makowce cunogoimu cmpykmypamu evinoinsiiomes IIPAKTHYECKHE
MEPONPUsMUsl, U3 HUX:

- 6 pecuonanvnvix u mynuyunanrenvix CMHU, mopeoevix yenmpax u unwix mecmax c
MACCOBbIM NpedvIsaneM N100ell pasmetyaemcst UHpopmayus o nopsioke Oeilicmeuil 2paxicoan npu
B03HUKHOBeHUU peanbHOll yepo3sl amaku bBC

- epacicoane cedyiom 6 OAUNCAuLUe YKPbIMus i HAXOOAMCs Mam 00 NONLYYeHUs. CUSHANA
«OTBOH BECITH/IOTHOH OIIACHOCTH ».

[Tpu nonyuennn curdaia HEOBXOJJINMO:

a) Npu HAXO0K/IEHUU HA padoTe:

- OTKJIFOUUTh HApPy’XKHOE M BHYTPEHHEE OCBCIICHHE, 3a MCKIIOUCHHEM
CBETHJIbHUKOB MAaCKUPOBOYHOTO OCBEIICHHUS (MPU HATUYULL);,

- €CIIH TISPCOHAN HEe MOXKET IMTOKMHYTh padouee MECTO B CBSI3H CO CIICITU(HKOTI
€ro JesATEIbHOCTH, TO HEOOXOJAMMO 3aHATh MaKCHMaJbHO O€30IacHOe MeCTO
(nooanvute OmM OKOHHBIX NPOEMOB, MaM, 20e HAUOOILULAS MOTWUHA CMEH Ul
nepexpeimuii u m.o.).

Bo Bpems peampHOM yrpo3bl araku  OecmmiiotHuka 3AIIPEIIMAETCS
MOAXOAUTH K OKHAM (OCKOJIKU CHEKId MO2YI NOPpAHUmMb) U MOJIb30BATHC JTU(TOM.

0) Npu HAXO0K/IEHUU B ABTOMOOUJIE U 00IIeCTBEHHOM TPAHCMOPTeE:

- HOMEJICHHO  OCTAaHOBHWTE  aBTOMOOWIIb  (nonpocume  8oOumersi
001 ecmeeHH020 MPAHCNOPMA OCMAHOBUMb €20);,

- IOKWUHBTE ABTOMOOWIIb (0OWecmeennvlli Mpancnopm) W TPOCIAEAYUTE
B ONvoKaliliee YKPBITHE (HOOBANbI U YOKOIbHbIE DSMAJNCU  JICUTBIX  OOMOS,
KanuUmManeHwiX 30aHUll U COOPYICEHUN, NOO3EMHbIE NEPex00bl, NAPKUHCU, d NPU UX
OMCYMCMEUU eCmecmeennvie U UCKYCCMBEHHbIe YenyOneHuss Hd MeCmHOCmU
(mpanuieu, KaHagwl, 08pau, siMl) wiu OOILULLE OePesbsl).

B) MPU HAXOKIEHUM A0Ma:

- MEPEKPBITH a3, BOAY, OTKIIIOUUTH JIEKTPUUECTBRO;

- IJIOTHO 3aKPbITh OKHA, JBEPHU, BEHTWISILIUOHHBIE U IPYTUE OTBEPCTHS,

- B34Th C COOOH JIMUHBIC TOKYMEHTHI, IEHBTH (1O 8O3MONICHOCHIU OepiCcams
8 20OMOBHOCIMU ~ «MPEBOJICHBIL  YEMOOAHYUKY,  KOMOpPwil  00JdiceH  Oblmb
VKOMNWJIEKMOBAH ANMEUYKOol ¢ HeoOX0OUMbIMU JIeKapCmEdamu, 3anacom 600vl U
NPOOYKMO8 NUMAHUS, OOHOPA30801 NOCYOOU, CpeoCmeamu JUYHOU CUCUEHDL,
gewamu (HudicHee Oelve, HOCKU, Menias 00excoa), (QoHapuxom ¢ 3anacom
bamapeex, CRUYKAMU, 2A308bIMU 3ANCUCATKAMY, NEPOYUHHBIM (VHUBEPCATIbHBIM)
HOJICOM, HUMKAMU, UCOJKOU, HOJICHUYAMU, CPEOCMEaMu CB53U, C 3apsOHbIMU
YCMPOTUCMBAMU U CMEHHBIMU JJIEMEHMAMU NUMAHUSL U M.0.),

- IpeAyNpPEaUTh COCEAEH, BIPYT OHU HE YCIBIIIAINA CUTHAJT,

- OKa3aTh MOMOIIb OOJbHBIM, AETAM, HHBAIUAAM, IPECTAPEIIBIM,

- CIIYCTUTHCS HA HUXKHUE 3TAXHU, B TIOABAJ, MAPKUHT, TOTped U T.4.

4, Ilpn BHesanmnom npumenenuu nporusHukoM BBC (naoenuu bBC)
HEOBXOANUMO:




VYcnpias XxapakTepHBIN 3BYK JIETAIIETO OCCIUJIOTHHUKA (8 3A6UCUMOCTU OM
ogueamersi 36y bBC 6yoem om Jcyxncocanust 00 38yKa A30HOKOCUIKYU WU MONeod)
HEOOXO/IMMO HE TAHUKOBATh M COXPAHATH CIIOKOMCTBHE, 3alTH B Ojuxkaiiiee
3MaHue, MO0 BEIOpPATh MHOE MECTO IS YKPBITHS,

- uadopmarmio o mecte maaeans bBC coobmmts B MBIl (menegpon — 102)
u EnuHy1o nexypHO-TACTIETIYEPCKYIO Cy KO0y (menegon — 112),

Hu B koem cayuae He fenmaiTe W HE pacmpocrpaHsgite (oro wm
BUjicoMarepualibl aTaki bBC B cOlMAIbHBIX CETAX M MECCEHKEPAX — 3TO MOKET
OMOYb NPOTUBHUKY BBIMOJHUTh KOPPEKTUPOBKY W MOBTOPUTH ATAKY.

J1s1 3KCTPEHHOT0 YKPBITHSI MOTYT HCI0JIb30BATHCS

- MOJBAJIbl U ILIOKOJIbHBIC ATAXHU >KWJIBIX JOMOB, KaNUTAJIbHbIX 3AaHUN M
COOPYKEHUH, TOJ3EMHBIC MEPEXO/Ibl, MAPKUHTH;

- TIEPBbIC ATAXKHU MOABE30B MHOTOKBAPTUPHBIX KUJIBIX JOMOB, BHYTPCHHUE
MOMENICHHS B 3/@HUAX, KBAPTHUPAX XHUIIBIX JOMOB (KOPUOOp, MAMOYp, 6AHHAS
KOMHAMA, UHble NOMeWeHus, 20e Hem OKOH).

Ecm npu atake BBC Bbl HaxoauTech HA OTKPLITOH MECTHOCTH

- HEOOXOAMMO CPOYHO MCKATh ONIMKAHWIINE YKPBITHS, B TOM YHWCIIC€ B BHIE
€CTECTBEHHBIX M HUCKYCCTBEHHBIX YTIyOJCHUW HA MECTHOCTH (MmpaHuies, KaHaed,
o8pae, sima) A OOJIBIINE ICPEBBA,

- IIPH B3pBIBE CPa3y Jieub Ha 3€MJTIO, 3aKPHITh TOJIOBY PyKaMU B IPUOTKPHIThH
poT (umobwl yposHusme OasieHue). He mogHMMaiTeCh TOCHE TEPBOTO B3PHIBA,
Jy4Ilie aKKypaTHO OTKAaTUTECh WJIK OTIIOJ3UTE B CTOPOHY,

- n30eraiite OOIBIIOI0 CKOIUIEHUS JIFOACH.

Ecau npu atake bBC Bbl HaxoauTech B aBTOMOOILIE WU 0011eCTBEHHOM
TPAHCIOpTE:

- HE MbITAWTECh yeXaTh U3 30HBI aTaKW, a HA0OOPOT MAKCHUMAaJIbHO OBICTPO
OCTAaHOBUTECH,

- IOKUAANTE MaIIMHY ¢ TPOTUBOMOJIOKHON cTOpoHkl araku bBC, otoitaute
(omnoazume) OT MaIIAHBI KaK MOKHO JTAJIBITIE;

- uimmTe OMMXKANIIME YKPBITHS (ROOBAIbI U YOKOAbHBIE DMANCU ICUTBIX
00MO8, KaANUMAIbHLIX 30AHUL U COOPYICEHUT, NOO3EeMHbBIE Nepexoobl, NAPKUHU, d
npu Ux OMCymcmeul eCmecmeentvie U UCKYCCMEeHHbvie Y2nyoieHus Hd MeCImHOCmU
(mpanuieu, KaHagwl, 08pau, siMl) wiu OOILULLE OePesbsl).

Ecsm npu arake bBC Bbl HaxoauTech joMa:

- 110 BOSMOJKHOCTH CITYCTUTLCA HAa HUIKHHUC 3TAKH,

- BO3bMHTE C CO0OH JMUHBIE TOKyMEHTHI, TeeoH, paauo Ha Oaraperkax,
(hoHapHUK, BOTY, MEIUIHMHCKYIO alTCUKY,

- BeIOCpUTE KOMHATY, KOTOpas HE MMEET OKOH — 3TO BaHHAs, KJIaJoBas,
KOPHUJIOP, TyaleT (uem 0o.buie mMoOaMUHA CcmeH, mem eviuie Bawa
Oe3onacrHocme),

- €CII B JIOME €CTh MOJABANI UM TOTPed, CIyCTUTECh BHU3, €CIIA B JOME HET
moJBajia — TO Ha HHJKHHC 3TAKW, B IIAPKUHT, YCM HHUIKC — TCM JIYUIIC.




Bo Bpems arakm OecrimotHuka JAIIPEINMAETCSH nomaxomnTts K OKHAM
(OCKOJKU CMEKIA MO2YI NOPAHUMS) ¥ TTIONB30BATHCI JIUADTOM.

S. Ilpu nmocanke (nadenuu) bBC 3AIIPEHIEHO:

- TTIOJIXOIUTH K 00JIOMKAM U He TporaTh uxX. OHH MOTYT OBITh SIOBUTHIMH HUJIH
B3PBIBOOITACHBIMH,

- UCIIONB30BaTh PaaUOCBA3b, MOOMIIBHBIN TennedoH u ycrpoiictBa ¢ GPS-
HABUTAIIUECH.

S. Uto neaath nocJe okoH4YaHusa ataku bBC:

- IEPEABUTaNTECh OCTOPOKHO U BHUMATEIIbHO, CMOTPUTE ce0e MO HOTH,
- HE IOJHUMAKNTE C 3€MJIM HUKAKUX HE3HAKOMBIX MPEAMETOB;

- CMOTPHTE 3a JE€TbMH, JEPKUTE UX MPH cede.




